PRODUCT SHEET

SIGNALING
PROBE UNIT
(SPU)

Modulo’s Siganling Probe Unit (SPU) delivers real-time, high-performance,
high-density protocol monitoring in mobile networks. The SPU enables
applications to interrogate traffic between active signaling points in the
network and trigger intelligent actions.

The SPU enables SS7 or DIAMETER messages carried over SCTP (IP)
or MTP/MTP2 (TDM) to be monitored. SCTP/MTP messages from one or
more Ethernet/E1 ports can be selectively passed to a user application
in real time.

Real-time monitoring

The advantage of the SPU is its powerful real-time monitoring capabilities. The
SPU can monitor multiple Ethernet ports and/or TDM ports simultaneously.
Users can choose which types of protocols to monitor, such as Diameter,
SCCP, ISUP and more. The probe is configurable to immediately perform
certain actions or send certain alerts to the user application in case it
detects certain patterns of traffic, allowing networks to instantly react to
issues in the network requiring immediate attention.

System Architecture

The SPU is a software probe, which can be installed on any standard
physical server running linux or on any popular cloud service (virtual
server). It can also be deployed in combination with E1/T1 PCle cards, or
an appliance - the TelcoBridges Tmonitor, in case the signaling is carried
over E1/T1 or STM-1 interfaces.

WWW. MODULO.CO.IL

modulo

communications systems

O

O




SYSTEM FEATURES

Monitors traffic over an Ethernet hub, a
managed switch or a tapping device as defined
by simple configuration settings

Monitors multiple Ethernet ports or/and TDM
ports simultaneously

Monitors user-selected types from M2UA,
M2PA, M3UA, DIAMETER, SCCP and ISUP
messages as well as those from specific
network nodes

modulo’

Detects traffic congestion and defers sending
monitored messages until congestion abates

Software solution installable on any system with
Ethernet connectivity

Various capacities are available to meet network
density and throughput demands

Can filter unwanted traffic, such as duplicated
data chunks, management and traffic messages,
to provide a clean information stream in real time

Parses SCTP packets into discrete messages

Messages are delivered to user applications
O in configurable formats - with or without IP or
SIGTRAN headers

EXAMPLES OF PROBE APPLICATIONS

Network Performance Management

The SPU provides real-time monitoring, as well as detailed CDRs and XDRs, which allow
network administrators to protect their network from failures, catch and fix problems in real
time, and define rules that optimize network operation.

Missed call alert

This is an example of a value-added service that is enabled by the SPU - If a subscriber’s
phone is out of reach or is turned off, and they receive a call during that time, they can get
a message containing information on their missed calls once their phone reconnects to the
network.

Location-based Services

When users move from one area to another in the mobile network, the SPU receives a location
update. That location update can be used by marketers and advertisers to send customized
messages to subscribers, promoting their business. For example, notifying subscribers of a
clothing store sale nearby.

Welcome SMS

The probe can identify when roamers join the mobile network and can be programmed to
trigger the sending of a welcome message to the new subscriber. Networks can welcome users
to their network, and provide them with useful information about the network, the country,
emergency numbers, and more.




FUNCTIONAL SPECIFICATIONS

Host
General purpose server with Linux
oS

IP Interface
Host Ethernet card or dedicated
Ethernet Card

TDM Interface
For 4/8 connections: PCle card
with E1/T1/J1 interfaces and
MTP2 or ATM software

For more than 8 connections:
TelcoBridges Tmonitor. Each
appliance supports up to 64 E1/
T1/)1 interfaces

Supported Protocols

M3UA, M2PA, M2UA, DIAMETER
over SCTP

ANSI & ITU SCCP, TCAP

1S.41, GSM-MAP & CAP 2/3/4

Interface to User Application
Java or C Network API

Protocol Support

Diameter Protocol Support
- |[ETF RFC 3588
. 3GPP TS 29.272

MAP Protocol Support
- GSM 09.02 (TS 100 974)
- GSM 29.002

MTP

- ITU-T Q.700 through Q.707, Q.781,
Q.782, Q.791

- ITU-T Q.703 Annex A - “Additions
for a national option for high
speed signaling links”

- ITU-T Q.704 - MTP Restart

« ANSI T1.111-1992 Message
Transfer Part

SCCP Protocol Support
- ITU-T Q.711 through Q.714
- Connectionless - Class 0 and 1
- Connection-Oriented - Class 2
- ETSI ETS 300 589
- ANSI T1.112

TCAP Protocol Support

- ITU-T Q.771 through Q.774, X.680,
X.690

- ETSI ETS 300 134, ETS 300 287

- ANSI T1.114

INAP Protocol Support

- ETSI ETS 300 374-1 - ETSI CS1
- EN 301 140-1 - ETSI CS2

- ITU-T Q.1218 CS-1R

CAP Protocol Support
GSM 09.78 (ETSI TS101 046 -
V5.6.0) CAMEL Phase 1

- GSM 09.78 (ETSI TS101 046 -
V6.3.0) CAMEL Phase 2

- GSM 09.78 (ETSI TS129 078 -
V4.6.0) CAMEL Phase 3

- 3GPP TS 29.078 V7.3.0 R7, 3GPP
TS 29.278 V7.0.0 R7 (IMS) CAMEL
Phase 4

RANAP
- 3GPP TS 25.313
- 3GPP TS 36.413 (planned)

SIP
- RFC3261 (planned)



OPERATION MODES

The SPU can be co-locate on the same host as the user application.

The SPU can be deployed on a dedicated virtual E' ) Network AP

or physical machine and remain controlled by a

o Application
user application through LAN. Server
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The SPU can be distributed in several geographical E' p > ﬁ
locations and report to a central user application

instance. It is also possible to configure the SPU Application Server SPU Site #1
to report filtered traffic to different application ISUP CDRs

instances.
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ABOUT MODULO C.5.

Modulo Communication Systems Ltd is a Telecom Solution Center. Modulo
provides customers with the best and most cost-effective modern and converged
telecom solutions in the market.

Modulo specializes in mobile-network technology, including specifications such
as LTE, WebRTC, IMS, and Diameter, as well as legacy protocols such as 3G/
UMTS, GSM, SIP, SS7 and Analog protocols. We provide services in design,
development, integration, QA, maintenance and training for standard or customized
telecom solutions, based on the most competitive off-the-shelf telecom products
from market-leader suppliers.

Our services vary from simple reselling to fully-customized solutions through
delivery, support, solution design, integration, development, maintenance, training
and more.

For more information

For more information about the product, contact our sales team at
www.modulo.co.il/contact.
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Modulo Communications
Systems Ltd.

14 Imber St. Petah Tikva
49514, ISRAEL

®) +972.72.274.4000
© 97237741114
sales@modulo.co.il
@ www.modulo.co.il
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